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I’m an unabashed Lance Spitzner fan. This is the guy whose cell phone voice 
message says

 

, “I’m busy geeking out right now, but leave a message, and I’ll get back 
to you as soon as I can.

 

” I don’t know when he actually stops geeking out long 
enough to sleep, I sometimes wonder if there are actually two of him. His enthu-
siasm for what he’s doing bleeds over into all aspects of his life. Ideas for cool stuff 
erupt from him like a volcano and swirl around him, sucking in casual bystand-
ers and his students alike. It’s somewhat intimidating to share a stage with him at 
a conference. He makes just about everyone else look uninteresting and tepid by 
comparison. Lance is a man who loves what he’s doing, and what he loves doing 
is tracking hackers, sharing that information, and making a difference.

A lot of people like to reserve the term “hacker” for the techno-elite computer 
hobbyist—those media darlings often described as “misunderstood wiz-kids” or 
similar nonsense. One of the great by-products of Lance’s work with honeypots 
and honeynets is that he’s helped give us a much clearer picture of the hacker in 
action: often technically unsophisticated kids playing around with technologies 
they barely understand. In 

 

Know Your Enemy

 

 the Honeynet Project demonstrated 
just how active and unskilled most hackers are. What’s that—you don’t believe it? 
Set up your own honeypot or honeynet and see for yourself. This book gives you 
the necessary tools and concepts to do it!
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I think it’s a great thing for the security community that Lance has written this 
book. In the past, the hackers roamed our networks with supreme confidence in 
their anonymity. They take advantage of systems they’ve compromised to chat 
with their buddies safely or to launch attacks against other systems and sites 
without fear of detection. Now, however, they may pause to wonder if their bases 
of operations are safe—whether they’re actually planning their attacks and 
deploying their tricks under a microscope. 

Honeypots are going to become a critical weapon in the good guys’ arsenals. 
They don’t catch only the lame hackers. Sometimes they catch the new tools and 
are able to reduce their effectiveness in the wild by letting security practitioners 
quickly react before they become widespread. They don’t catch just the script 
kiddies outside your firewall but the hackers who work for your own company. 
They don’t catch just unimportant stuff; sometimes they catch industrial spies. 
They can be time- and effort-consuming to set up and operate, but they’re fun, 
instructive, and a terrific way for a good guy to gain an education on computer 
forensics in a real-world, low-risk environment. 

Right now there are about a half-dozen commercial honeypot products on the 
market. Lance covers several of them in this book, as well as “homemade” honey-
pots and honeynets, focusing on how they operate, their value, how to imple-
ment them, and their respective advantages. I predict that within one year, there 
will be dozens of commercial honeypots. Within two years, there will be a hun-
dred. This is all good news for the good guys because it’ll make it easier for us to 
deploy honeypots and harder for the bad guys to recognize and avoid them all. 
When you’re trying to defend against an unknown new form of attack, the best 
defense is an unknown new form of defense. Honeypots will keep the hackers on 
their toes and, I predict, will do a lot to shatter their sense of invulnerability. This 
book is a great place to start learning about the currently available solutions.

In this book Lance also tackles the confusion surrounding the legality of honey-
pots. Lots of practitioners I’ve talked to are scared to dabble in honeypots 
because they’re afraid it may be considered entrapment or somehow illegal. It’s 
probably a good idea to read the chapter on legal issues. It may suprise you. Wel-
come to the cutting edge of technology, where innovation happens and the law is 
slow to catch up to new concepts. Meanwhile, you can bet that with renewed 
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concerns about state-sponsored industrial espionage and terrorism the “big 
boys” will be setting up honeypots of their own. I’d hate to be a script kiddy who 
chose to launch his next attack from a CIA honeypot system! When the big boys 
come into the honeypot arena, you can bet that they’ll make sure it’s legal. 

The sheer variety and options for mischief with honeypots are staggering. (There 
is even a honeypot for spam e-mails.) You can use the concepts in this book to 
deploy just about any kind of honeypot you can imagine. Would you like to build 
a honeypot for collecting software pirates? I don’t think that’s been done yet. 
How about a honeypot that measures which hacking tools are most popular by 
tracking hits against an index page? I don’t think that’s been done yet, either. The 
possibilities are endless, and I found it difficult to read this book without think-
ing, “What if . . . ?” over and over again.

I hope you enjoy this book and I hope it inspires you to exercise your own cre-
ativity and learn what the bad guys are up to and then share it with the security 
community. Then follow Lance’s lead, and make a difference.

Woodbine, MD
April 2002


