PREFACE

It began as an innocent probe. A strange IP address was examining an unused
service on my system. In this case, a computer based in Korea was attempting to
connect to a rpc service on my computer. There is no reason why anyone would
want to access this service, especially someone in Korea. Something was defi-
nitely up. Immediately following the probe, my Intrusion Detection System
screamed an alert: An exploit had just been launched. My system was under
assault! Seconds after the attack, an intruder broke into my computer, executed
several commands, and took total control of the system. My computer had just
been hacked! Twas elated! I could not have been happier.

Welcome to the exciting world of honeypots, where we turn the tables on the bad
guys. Most of the security books you read today cover a variety of concepts and
technologies, but almost all of them are about keeping blackhats out. This book
is different: It is about keeping the bad guys in—about building computers you
want to be hacked. Traditionally, security has been purely defensive.There has
been little an organization could do to take the initiative and challenge the bad
guys. Honeypots change the rules. They are a technology that allows organiza-
tions to take the offensive.

Honeypots come in a variety of shapes and sizes—everything from a simple
Windows system emulating a few services to an entire network of productions



systems waiting to be hacked. Honeypots also have a variety of values—every-
thing from a burglar alarm that detects an intruder to a research tool that can be
used to study the motives of the blackhat community. Honeypots are unique in
that they are not a single tool that solves a specific problem. Instead, they are a
highly flexible technology that can fulfill a variety of different roles. It is up to
you how you want to use and deploy these technologies.

In this book, we explain what a honeypot is, how it works, and the different val-
ues this unique technology can have. We then go into detail on six different hon-
eypot technologies. We explain one step at a time how these honeypot solutions
work, discuss their advantages and disadvantages, and show you what a real
attack looks like to each honeypot. Finally, we cover deployment and mainte-
nance issues of honeypots. The goal of this book is not to just give you an under-
standing of honeypot concepts and architecture but to provide you with the skills
and experience to deploy the best honeypot solutions for your environment. The
examples in the back are based on real-world experiences, and almost all of the
attacks discussed actually happened. You will see the blackhat community at
their best, and some of them at their worst. Best of all, you will arm yourself
with the skills and knowledge to track these attackers and learn about them on
your own.

I have been using honeypots for many years and I find them absolutely fascinat-
ing. They are an exciting technology that not only teaches you a great deal about
blackhats but also teaches you about yourself and security in general. I hope you
enjoy this book as much as I have enjoyed writing and learning about honeypot
technologies.

AUDIENCE

This book is intended for the security professional. Anyone involved in protect-
ing or securing computer resources will find this resource valuable. It is the first
publication dedicated to honeypot technologies, a tool that more and more com-
puter security professionals will want to take advantage of once they understand
its power and flexibility.



Due to honeypots’ unique capabilities, other individuals and organizations will
be extremely interested in this book. Military organizations can apply these tech-
nologies to Cyberwarfare. Universities and security research organizations will
find tremendous value in the material concerning research honeypots. Intelli-
gence organizations can apply this book to intelligence and counterintelligence
activities. Members of law enforcement can use this material for capturing of
criminal activities. Legal professionals will find Chapter 15 to be one of the first
definitive resources concerning the legal issues of honeypots.

CD-ROM

A CD-ROM accompanies this book and contains additional information related
to the topics in the book. It includes everything from whitepapers and source
code to actual evaluation copies of software and data captures of real attacks.
This will give you the hands-on opportunity to develop your skills with honey-
pot technologies.

WEB SITE

This book has a Web site dedicated to it. The purpose of the Web site is to keep
this material updated. If any discrepancies or mistakes are found in the book, the
Web site will have updates and corrections. For example, if any of the URLs in
the book have been changed or removed, the Web site will provide the updated
links. Also, new technologies are always being developed and deployed. You
should visit the Web site to stay current with the latest in honeypot technologies.

http://www.tracking-hackers.com/book/

REFERENCES

Each chapter ends with a references section. The purpose is to provide you with
resources to gain additional information about topics discussed in the book.
Examples of references include Web sites that focus on securing operating sys-
tems and books that specialize in forensic analysis.



NeETwWORK DIAGRAMS

This book contains network diagrams demonstrating the deployment of honey-
pots. These diagrams show both production systems and honeypots deployed
together within a networked environment. All production systems and honey-
pots are standardized, so you can easily tell them apart. All production systems
are simple black-and-white computer objects, as in Figure A.

In contrast, all honeypots can easily be identified by shading and the lines going
through the system, as in Figure B.
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Figure A Two production systems deployed on a network
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Figure B Two honeypots deployed on a network
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